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November 28, 2022 

HHS’ Proposed Changes Broadening Substance Use Confidentiality 
Rules, Consistency With HIPAA Requirements Raise Compliance 

Concerns For Health Care, Insurance & Other Businesses 
 

Mental health and other healthcare providers, health plans and issuers, employers, health care professional 
associations, consumer advocates, community organizations, state and local government entities, patients and 
caregivers and others concerned with mental health and substance abuse treatment and management should review 
and comment by January 30, 2023 on proposed changes to rules on unauthorized disclosures the Confidentiality of 
Substance Use Disorder (SUD) Patient Records under 42 CFR part 2 (“Part 2”) proposed by the U.S. Health and 
Human Services Department Office for Civil Rights (OCR) and the Substance Abuse and Mental Health Services 
Administration (SAMHSA) in a Notice of Proposed Rulemaking (NPRM) made public November 28, 2022 here and 
scheduled for publication in the December 2, 2022 Federal Register.  

On November 28, 2022, OCR and SAMHSA issued the NPRM to revise the Confidentiality of Substance Use 
Disorder Patient Records regulations at 42 CFR part 2 (“Part 2”), which seek to address concerns that concerns 
about discrimination or prosecution might deter people from entering treatment for SUD by protecting “records of 
the identity, diagnosis, prognosis, or treatment of any patient which are maintained in connection with the 
performance of any program or activity relating to substance abuse education prevention, training, treatment, 
rehabilitation, or research, which is conducted, regulated, or directly or indirectly assisted by any department or 
agency of the United States.”(“SUD Records”).  

Currently, the Part 2 protections of patient privacy and records concerning treatment related to substance use 
challenges from unauthorized disclosures differ from the Health Insurance Portability and Accountability Act of 
1996 (HIPAA) Privacy, Breach Notification, and Enforcement Rules (“HIPAA”) rules.  These distinctions create 
barriers to information sharing by patients and among health care providers and create dual obligations and 
compliance challenges for regulated entities. To address this concern, Congress mandated in Section 3221 of the 
Coronavirus Aid, Relief, and Economic Security Act (CARES Act) that HHS to bring Part 2 into greater alignment 
with certain aspects of the HIPAA Privacy rule.  

The NPRM seeks to address the CARES Act mandate as Americans and their leaders struggle to continue to provide 
pathways for victims of substance abuse and other mental health challenges to pursue treatment and maximize their 
participation and enjoyment in our communities while addressing safety concerns about a growing series of rare but 
notorious acts of violence committed by certain inadequately diagnosed or managed victims of mental health or 
substance abuse.  See, e.g., Fact Sheet: President Biden To Announce Strategy To Address Our National Mental 
Health Crisis, As Part Of Unity Agenda In His First State Of The Union; President Biden Releases National Drug 
Control Strategy to Save Lives, Expand Treatment, and Disrupt Trafficking; Actions Taken by the Biden-⁠Harris 
Administration to Address Addiction and the Overdose Epidemic; Colorado Springs LGBT Nightclub Shooting 
Leaves Five Dead and 25 Injured; Virginia Walmart Shooting Gunman "Was Picking People Out," Witness Says; 

https://www.federalregister.gov/public-inspection/2022-25784/confidentiality-of-substance-use-disorder-patient-records
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/01/fact-sheet-president-biden-to-announce-strategy-to-address-our-national-mental-health-crisis-as-part-of-unity-agenda-in-his-first-state-of-the-union/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/01/fact-sheet-president-biden-to-announce-strategy-to-address-our-national-mental-health-crisis-as-part-of-unity-agenda-in-his-first-state-of-the-union/
https://www.whitehouse.gov/ondcp/briefing-room/2022/04/21/president-biden-releases-national-drug-control-strategy-to-save-lives-expand-treatment-and-disrupt-trafficking/
https://www.whitehouse.gov/ondcp/briefing-room/2022/04/21/president-biden-releases-national-drug-control-strategy-to-save-lives-expand-treatment-and-disrupt-trafficking/
https://www.whitehouse.gov/ondcp/briefing-room/2022/08/31/actions-taken-by-the-biden-harris-administration-to-address-addiction-and-the-overdose-epidemic/
https://www.whitehouse.gov/ondcp/briefing-room/2022/08/31/actions-taken-by-the-biden-harris-administration-to-address-addiction-and-the-overdose-epidemic/
https://www.wsj.com/articles/colorado-springs-lgbt-nightclub-shooting-kills-five-11668942664
https://www.wsj.com/articles/colorado-springs-lgbt-nightclub-shooting-kills-five-11668942664
https://www.cbsnews.com/news/virginia-walmart-shooting-gunman-was-picking-people-out-witness-says/
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Opinion: Leaders Blamed the Uvalde Shooting on a Mental Health Crisis. Gun Violence Is Making That Crisis 
Worse; Nancy Pelosi Husband Attack Suspect David Depape Pleads Not Guilty To Federal Charges. 

Amid these challenges, the NPRM proposes to implement this CARES Act mandate through the following changes 
to Part 2 that HHS says will help safeguard the health and outcomes of individuals with SUD while creating greater 
flexibility for information sharing envisioned by Congress in its passage of Section 3221 of the CARES Act: 

• Permit Part 2 programs to use and disclose Part 2 records based on a single prior consent signed by the 
patient for all future uses and disclosures for treatment, payment, and health care operations; 

• Permit the redisclosure of Part 2 records as permitted by the HIPAA Privacy Rule by recipients that are 
Part 2 programs, HIPAA covered entities, and business associates, with certain exceptions; 

• Expand prohibitions on the use and disclosure of Part 2 records in civil, criminal, administrative, or 
legislative proceedings conducted by a federal, state, or local authority against a patient, absent a court 
order or the consent of the patient; 

• Create two patient rights under Part 2 that align with individual rights under the HIPAA Privacy Rule: 
• Right to an accounting of disclosures; and 
• Right to request restrictions on disclosures for treatment, payment, and health care operations; 

• Require disclosures to the Secretary for enforcement; 
• Apply HIPAA and HITECH Act civil and criminal penalties to Part 2 violations; 
• Require Part 2 programs to establish a process to receive complaints of Part 2 violations; 
• Prohibit Part 2 programs from taking adverse action against patients who file complaints; 
• Prohibit Part 2 programs from requiring patients to waive the right to file a complaint as a condition of 

providing treatment, enrollment, payment, or eligibility for services; 
• Apply the standards in the HITECH Act and the HIPAA Breach Notification Rule to breaches of Part 2 

records by Part 2 programs; 
• Modify the Part 2 confidentiality notice requirements (“Patient Notice”) to align with the HIPAA Notice of 

Privacy Practices;  
• Modify the HIPAA Notice of Privacy Practices requirements for covered entities who receive or maintain 

Part 2 records to include a provision limiting redisclosure of Part 2 records for legal proceedings according 
to the Part 2 standards; and 

• Permit investigative agencies to apply for a court order to use or disclose Part 2 records after they 
unknowingly receive Part 2 records while investigating or prosecuting a Part 2 program, when certain 
preconditions are met. 

While the Department is undertaking this rulemaking, the current Part 2 regulations remain in 
effect.  However, once the comment period ends, the Biden Administration-led HHS is expected 
to finalize the proposed changes quickly.  Consequently, in addition to sharing any concerns or 
other input about the proposed changes during the comment period, health care providers, health 
plans, health care clearinghouses, employers, community agencies, state and local governments, 
patients and other caregivers and other concerned parties also should begin planning and 
preparing to respond to the anticipated changes in the requirements.  

Implications For Businesses & Their Health Plans 

Businesses should carefully assess the potential implications of the proposed changes on their 
worker and vendor credentialing and workplace safety practices as well as their health and other 
benefit programs. Assuming the changes are adopted in their current form, businesses sponsoring 
health benefit programs, and health care organizations and providers specifically should prepare 
to modify their HIPAA required notices of privacy practices and associated practices to comply 
with the proposed updates.  

Businesses required to comply with Department of Transportation Drug Free Workplace or other 
alcohol and substance abuse requirements also should consider the potential implications of the 
proposed changes on their ability to secure relevant substance abuse treatment and related 

https://www.texasmonthly.com/opinion/opinion-texas-mental-health-crisis-uvalde/
https://www.texasmonthly.com/opinion/opinion-texas-mental-health-crisis-uvalde/
https://www.foxnews.com/us/nancy-pelosi-husband-attack-suspect-david-depape-pleads-not-guilty-federal-charges
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history. In assessing these implications, businesses also should be cognizant of a new proactivity 
on behalf of certain uses of drugs by workers in the workplace under the Americans With 
Disabilities Act ("ADA"). For instance, the EEOC recently has sued Eagle Marine Services 
Electrical & Refrigeration, LLC for allegedly violating the ADA by refusing to hire or 
accommodate a worker because he used medication prescribed by his doctor to treat attention 
deficit hyperactivity disorder (“ADHD”) without making any individual assessment of the 
worker’s medication use or whether it would affect his ability to safely perform the marine 
electrician position, and instead relied on general stereotypes about disability and medication use 
to justify its decision not to hire him. Businesses seeking to investigate or deny employment 
opportunities to workers based on the worker's past or current medication use will want to use 
care to ensure that their practices are tailored to defend against similar challenges. 

Health plan sponsors and insurers also should assure their mental health and substance abuse 
treatment coverage documents and practices are defensible under the latest mental health and 
substance abuse parity mandates of the Mental Health Parity and Addiction Equity Act 
(MHPAEA) and coverage requirements of the Patient Protection and Affordable Care Act 
("ACA"). Along with a host of statutory changes since the original parity mandates took effect, 
implementing regulations and guidance about non-qualitative limitations and exclusions and 
heightened agency enforcement are ramping up enforcement and liability risks. In addition to 
exposing the health plan administrators and other fiduciaries to potential claims denial or 
fiduciary responsibility claims brought by participants or beneficiaries, the Department of Labor 
or both, administrative penalties by the EBSA, or both, the MHPAEA mental health and 
substance abuse parity rules are among 40 federal mandates that when violated can trigger the 
automatic $100 per violation per day employer excise tax penalty under Internal Revenue Code 
Section 6039D. Consequently, violations of the MHPAEA are particularly risky and potentially 
expensive for private employers, their health plans and the plan administrators and fiduciaries 
that administer it. 

For Help With Comments, Investigations Or Other Needs 
If your organization would like to learn more about the concerns discussed in this update or seeks assistance 
auditing, updating, administering or defending its human resources, compensation, benefits, corporate ethics and 
compliance practices, or other performance related concerns, please contact management attorney and consultant 
Cynthia Marcotte Stamer. 

An attorney Board Certified in Labor & Employment Law by Texas Board of Legal Specialization, Ms. Stamer is 
recognized for work helping organizations management people, operations and risk as  a Fellow in the American 
College of Employee Benefit Counsel, a "Top Woman Lawyer," "Top Rated Lawyer,” and "LEGAL LEADER™" 
in Labor and Employment Law and Health Care Law; a “Best Lawyers” in “Labor & Employment,” “Tax: ERISA 
& Employee Benefits,” “Health Care” and “Business and Commercial Law.”  

For 35 years, Ms. Stamer’s work has focused on advising and assisting businesses and business leaders with these 
and other employment and other staffing, employee benefit, compensation, risk, performance and compliance 
management and other operational solutions and concerns. Her experience includes helping management both 
manage performance and manage legal risk and compliance.  While helping businesses define and manage the 
conduct and performance of their employees, contractors and vendors, she also assists employers and others about 
compliance with federal and state equal employment opportunity, compensation, health and other employee benefit, 
workplace safety, leave, and other labor and employment laws, advises and defends businesses against labor and 
employment, employee benefit, compensation, fraud and other regulatory compliance and other related audits, 
investigations and litigation, charges, audits, claims and investigations by the IRS, Department of Labor, 
Department of Justice, SEC,  Federal Trade Commission, HUD, HHS, DOD, Departments of Insurance, and other 
federal and state regulators. Ms. Stamer also speaks, coaches management and publishes extensively on these and 
other related matters. For additional information about Ms. Stamer and her experience or to access other 
publications by Ms. Stamer see here or contact Ms. Stamer directly. 

Other Helpful Resources & Information 
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If you found this article of interest, you also may be interested in reviewing other Breaking News, articles and other 
resources available including: 

• ADA May Require Employers To Accommodate Employees Testing Positive For Legally 
Prescribed Medications 

• Selected Thoughts And Other Resources On Evolving U.S. Department Of Justice Antitrust Policy On 
Prescription Medical & Other Health Products Pricing & Competition; Surprise Billing; And Novel 
Coronavirus Planning & Response 

• HR & Benefit Leadership Resilience Strategies For Leading Your People & Operations Through COVID-
19 Uncertainties & Disruptions 

• OSHA Nails NJ Transitional Housing Provider For Exposing Workers To COVID-19 
• SEC Proposed Cybersecurity Rules Reenforce Tighten Requirements & Highlight Imperative For Market 

Involved & Influencing Businesses & Leaders To Clean Up Cybersecurity Practices & Disclosures 
• Raise Cybersecurity & Cyberbreach Compliance & Risk Management To Defend Against Rising Cyber 

Regulatory & Enforcement Risks 
• DOJ Civil Cyber-Fraud Initiative Pressures Federal Contractors & Grant Recipients To Tighten 

Cybersecurity Controls, Training & Other Safeguards  
• Eased Opiate Prescription Guidelines Could Impact Employers & Health Plans 
• Government Contractors Update OFCCP workplace Posters 
• EEOC Sues Lilly USAA For Age Discrimination 
• Per Diem Travel Reimbursement Rate Changing 
• OFCCP Revises Functional Affirmative Action Program Directive 
• Impact on Governmental  Policy on Pricing And Access to Prescription Medical Products in the Market 

Place 
• $1.1 Million In DOJ Penalties Show Businesses Risks Of National Origin/Citizenship Discrimination In 

Job Postings and Other Employment Practices 
• OFCCP Extends Deadline For Contractors Objection To EEO-1 Reports FOIA Release 
• 5 Ex-Methodist Hospital Employees Charged with Criminal HIPAA Violations 
• Pharmacies Pay $6.8+ Million To Settle False Claims Act Civil Claims 
• OCR Dental Practices Settlements Warn Providers To Honor HIPAA Access Rights 
• Criminal IV Tampering Charges Against Anesthesiologist Highlight Exposures Providers And Their 

Facilities Can Face From Team Members Retaliatory or Other Misdeeds 
• Act Promptly To Comment On ONC’s Proposed Electronic Clinical Quality Measure Draft Changes 
• HIPAA Covered Entity Nailed With $300,000+ HIPAA Settlement For Improper PHI Disposal 
• Protect Remote Desktop Protocols From Malware Threat 
• SCOTUS: Emotional Injury Damages Not Recoverable In Patient’s Private Rehab Act and ACA Disability 

Discrimination Lawsuit But Other Significant Liability Risks Remain 
• Justice Department Antitrust Suit Seeks To Block UnitedHealth Acquisition Of Change Healthcare 

As Anticompetitive 
• ERISA Claims and Appeals ERISA Basics Bootcamp 
• CMS Updates COVID-19 Guidance For Visiting Nursing Homes & LTC Facility Vaccination During 

Omicron Surge 
• Justice Department COVID & Other Health Care Fraud Enforcement Thriving Despite 

Pandemic Emergency 
• Confirm Health & Fitness App Breach & Security In Face Of New Enforcement Risks 
• Biden-Harris Administration to Expand Vaccination Requirements for Health Care and Many 

Other Employers 
If you or someone else you know would like to receive future updates about developments on these and other 
concerns, please be sure that we have your current contact information – including your preferred e-mail – by 
creating or updating your profile here. For important information concerning this communication click here.  If you 
do not wish to receive these updates in the future, unsubscribe by updating your profile here.  
NOTICE:   Terms. These materials are for general informational and educational purposes only. They do not 
establish an attorney-client relationship, are not legal advice, a substitute for legal advice, an offer or commitment to 
provide legal advice or an admission. The information and statements in these materials may not address all relevant 
issues or apply to any situation or circumstances.  The author reserves the right to qualify or retract any of these 
statements at any time. and does not necessarily address all relevant issues. Because the law evolves and in ways 
that subsequent developments could impact the currency and completeness of this discussion. The author disclaims 
and has no responsibility to provide any update or otherwise notify anyone any such change, limitation, or other 

https://slphrbenefitsupdate.wordpress.com/2022/09/22/ada-may-require-employers-to-accommodate-employees-testing-positive-for-legally-prescribed-medications/
https://slphrbenefitsupdate.wordpress.com/2022/09/22/ada-may-require-employers-to-accommodate-employees-testing-positive-for-legally-prescribed-medications/
https://www.cynthiastamer.com/documents/presentations/FROM%20Flu%20Season%20To%20Ebola%20Challenges%20&%20Best%20Practices%20for%20Containing%20&%20Responding%20To%20Contagious%20Diseases%20For%20HC%20Organizations.pdf
https://www.cynthiastamer.com/documents/presentations/FROM%20Flu%20Season%20To%20Ebola%20Challenges%20&%20Best%20Practices%20for%20Containing%20&%20Responding%20To%20Contagious%20Diseases%20For%20HC%20Organizations.pdf
https://www.cynthiastamer.com/documents/presentations/FROM%20Flu%20Season%20To%20Ebola%20Challenges%20&%20Best%20Practices%20for%20Containing%20&%20Responding%20To%20Contagious%20Diseases%20For%20HC%20Organizations.pdf
https://www.cynthiastamer.com/documents/presentations/20200810%20HR%20&%20Benefit%20Leadership%20Resilience%20Strategies%20For%20Suriving%20COVID.pdf
https://www.cynthiastamer.com/documents/presentations/20200810%20HR%20&%20Benefit%20Leadership%20Resilience%20Strategies%20For%20Suriving%20COVID.pdf
https://slphealthcareupdate.wordpress.com/2021/08/25/osha-nails-nj-transitional-housing-provider-for-exposing-workers-to-covid-19/
https://wordpress.com/post/slproc.wordpress.com/771
https://wordpress.com/post/slproc.wordpress.com/771
https://wordpress.com/post/slproc.wordpress.com/758
https://wordpress.com/post/slproc.wordpress.com/758
https://wordpress.com/post/slproc.wordpress.com/753
https://wordpress.com/post/slproc.wordpress.com/753
https://slphrbenefitsupdate.wordpress.com/2022/11/03/8784/
https://slphrbenefitsupdate.wordpress.com/2022/10/28/government-contractors-update-ofccp-workplace-posters/
https://slphrbenefitsupdate.wordpress.com/2022/09/26/eeoc-sues-lilly-usa-for-age-discrimination/
https://slphrbenefitsupdate.wordpress.com/2022/09/26/per-diem-travel-reimbursement-rate-changing/
https://slphrbenefitsupdate.wordpress.com/2022/09/22/ofccp-revises-functional-affirmative-action-program-directive/
https://www.cynthiastamer.com/documents/presentations/aba_ILS_PP%20Impact%20on%20Governmental%20%20Policy%20on%20PricingGovernment%20Pricing%20panel%20w%20stamer.pdf
https://www.cynthiastamer.com/documents/presentations/aba_ILS_PP%20Impact%20on%20Governmental%20%20Policy%20on%20PricingGovernment%20Pricing%20panel%20w%20stamer.pdf
https://slphrbenefitsupdate.wordpress.com/2022/09/21/1-1-million-in-doj-penalties-show-businesses-risks-of-national-origin-citizenship-discrimination-in-job-postings-and-other-employment-practices/
https://slphrbenefitsupdate.wordpress.com/2022/09/21/1-1-million-in-doj-penalties-show-businesses-risks-of-national-origin-citizenship-discrimination-in-job-postings-and-other-employment-practices/
https://slphrbenefitsupdate.wordpress.com/2022/09/15/ofccp-extends-deadline-for-contractors-objection-to-eeo-1-reports-foia-release/
https://slphealthcareupdate.wordpress.com/2022/11/11/5-ex-methodist-hospital-employees-charged-with-criminal-hipaa-violations/
https://slphealthcareupdate.wordpress.com/2022/10/14/5320/
https://slphealthcareupdate.wordpress.com/2022/09/20/ocr-dental-practices-settlements-warn-providers-to-honor-hipaa-access-rights/
https://slphealthcareupdate.wordpress.com/2022/09/15/criminal-iv-tampering-charges-against-anesthesiologist-highlight-exposures-providers-and-their-facilities-can-face-from-team-members-retaliatory-or-other-misdeeds/
https://slphealthcareupdate.wordpress.com/2022/09/15/criminal-iv-tampering-charges-against-anesthesiologist-highlight-exposures-providers-and-their-facilities-can-face-from-team-members-retaliatory-or-other-misdeeds/
https://slphealthcareupdate.wordpress.com/2022/09/14/prompt-action-required-to-share-input-on-proposed-changes-to-oncs-electronic-clinical-quality-measures/
https://slphealthcareupdate.wordpress.com/2022/08/23/300000-hipaa-settlement-warns-against-improper-phi-disposal/
https://slphealthcareupdate.wordpress.com/2022/07/01/protect-remote-desktop-protocols-from-malware-threat/
https://slphealthcareupdate.wordpress.com/2022/05/02/scotus-emotional-injury-damages-not-recoverable-in-patients-private-rehab-act-and-aca-disability-discrimination-lawsuit-but-other-significant-liability-risks-remain/
https://slphealthcareupdate.wordpress.com/2022/05/02/scotus-emotional-injury-damages-not-recoverable-in-patients-private-rehab-act-and-aca-disability-discrimination-lawsuit-but-other-significant-liability-risks-remain/
https://slphealthcareupdate.wordpress.com/2022/03/03/justice-department-antitrust-suit-seeks-to-block-unitedhealth-acquisition-of-change-healthcare-as-anticompetitive/
https://slphealthcareupdate.wordpress.com/2022/03/03/justice-department-antitrust-suit-seeks-to-block-unitedhealth-acquisition-of-change-healthcare-as-anticompetitive/
https://www.cynthiastamer.com/documents/presentations/20200322%20SPBAA%20ERISA%20Claims%20and%20Appeals%20ERISA%20Basics%20BootcampShorter%20FINAL.pdf
https://slphealthcareupdate.wordpress.com/2022/01/13/cms-updates-covid-19-guidance-for-visiting-nursing-homes-ltc-facility-vaccination-during-omicron-surge/
https://slphealthcareupdate.wordpress.com/2022/01/13/cms-updates-covid-19-guidance-for-visiting-nursing-homes-ltc-facility-vaccination-during-omicron-surge/
https://slphealthcareupdate.wordpress.com/2021/11/23/justice-department-covid-other-health-care-fraud-enforcement-thriving-despite-pandemic-emergency/
https://slphealthcareupdate.wordpress.com/2021/11/23/justice-department-covid-other-health-care-fraud-enforcement-thriving-despite-pandemic-emergency/
https://slphealthcareupdate.wordpress.com/2021/10/01/confirm-health-fitness-app-breach-security-in-face-of-new-enforcement-risks/
https://slphealthcareupdate.wordpress.com/2021/09/09/biden-harris-administration-to-expand-vaccination-requirements-for-health-care-settings/
https://slphealthcareupdate.wordpress.com/2021/09/09/biden-harris-administration-to-expand-vaccination-requirements-for-health-care-settings/
https://www.cynthiastamer.com/login.asp?ref_page=%2Findex%2Easp%3F%20
http://www.cynthiastamer.com/about_this_communication.asp
https://www.cynthiastamer.com/login.asp?ref_page=%2Findex%2Easp%3F%20
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condition that might affect the suitability of reliance upon these materials or information otherwise conveyed in 
connection with this program. Readers are urged to engage competent legal counsel for consultation and 
representation considering the specific facts and circumstances presented in their unique circumstance at any time. 
Readers may not rely upon, are solely responsible for, and assume the risk and all liabilities resulting from their use 
of this publication.  Readers acknowledge and agree to the conditions of this Notice as a condition of their access of 
this publication.  Circular 230 Compliance. The following disclaimer is included to ensure that we comply with U.S. 
Treasury Department Regulations. Any statements contained herein are not intended or written by the writer to be 
used, and nothing contained herein can be used by you or any other person, for the purpose of (1) avoiding penalties 
that may be imposed under federal tax law, or (2) promoting, marketing or recommending to another party any tax-
related transaction or matter addressed herein. ©2022 Cynthia Marcotte Stamer.  All rights reserved. 
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