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Statistical data recently posted by the Department of Health & Human Services (HHS) Office of Civil Rights (OCR) provides insights for
health care providers, employer sponsored and other health plans, and health care clearinghouses that are covered entities under the
Privacy Standards promulgated under the Health Insurance Portability & Accountability Act (HIPAA) about the civil enforcement activities of
OCR including areas of noncompliance uncovered in OCR Privacy Complaint investigations commonly resulting in corrective action.
Under HIPAA, covered entities risk criminal prosecution and civil sanctions if personal health information (PHI) is improperly used, accessed
or disclosed, proper policies and practices are not established and administered to safeguard PHI from inappropriate access or destruction,
rights guaranteed to individuals that are the subject of PHI are not honored, or other HIPAA requirements are not met. Covered entities that
are health care providers or insurers that violate or employ employees or agents that violate these requirements also frequently face
licensing board, peer review or other sanctions or reporting obligations. Although HIPAA requires covered entities to establish compliance
policies and train workforce members and contract with business associates to promote compliance by their workforce members, employees
and other business associates working in the work force of covered entities or other related parties are the most common sources of
violations. At the same time, court decisions from 2007 document that the investigation and discipline of employees, business associates or
other workforce members in connection with known or suspected Privacy Rule or other privacy violations must be carefully managed to
minimize the risk that the investigation or discipline will create employment, contractual, privacy or other litigation brought by the investigated
or disciplined workforce member.
According to data posted by OCR last week, impermissible uses and disclosures, inadequate safeguards, access, minimum necessary and
notice violations ranked in order were the top five categories of Privacy Rule violations that necessitated corrective action by covered
entities among the cases investigated and closed by OCR in 2007 under the HIPAA Privacy Rule. The top four of these categories of
violations also occupied the same rank order among the cases OCR investigated and closed in its 2003-2006 enforcement years. The
consistency of this ranking suggests that these are areas of compliance that covered entities should consider devoting special attention in
their HIPAA Privacy Rule audit and compliance efforts.
The data about categories of violations resulting in corrective action is part of the statistical data that the OCR is providing about its HIPAA
Privacy Rule enforcement activities in a new enforcement data section that OCR added to its Compliance and Enforcement Web Site on
May 9.
In addition to summary information about categories of violations, the new enforcement data section located at
www.hhs.gov/ocr/privacy/enforcement/data.html also shares other statistics about several aspects of OCR’s health information enforcement
program including:
•

Charts showing state-specific case investigation results;

•

Calendar-year enforcement-results graphs and charts;

•

A Calendar-year graph showing complaint receipts;

•

Yearly variation in the issues in cases resolved through corrective action.

A review of these statistics reveals a consistent rise in both the number of HIPAA Privacy Rule complaints filed with OCR and a rise in the
number of investigations of such complaints resulting in corrective action.
OCR’s posting of its civil enforcement statistics follows the announcement last by the Department of Justice of its successful prosecution of
a 25-year old Trumann, Arkansas licensed practical nurse, Andrea Smith, for violation of the Privacy Rule. Smith presently faces sentencing
to up to 10 years in Federal prison, fines of up to $250,000, or both after pleading guilty to wrongful disclosure of individually identifiable
health information (PHI) for personal gain and malicious harm in violation of the Privacy Rules. The April plea agreement by Smith follows
the prior HIPAA criminal conviction of Ferando Ferrer, Jr., and the guilty pleas of his co-conspirator, Isis Machado. In January 24, 2007, a
Federal jury found Ferrer, the owner of a health claims administration company, guilty of 1 count of wrongful disclosure of PHI in violation of
HIPAA and various other crimes after Ferrer and a Cleveland Clinic employee, Isis Machado, misappropriated the personal data of more
than 1,100 patients of the Cleveland Clinic then used the misappropriated data to submit more than $7 million in fraudulent Medicare claims.
Machado, who was Ferrer's cousin, pled guilty on January 12, 2007 to conspiring with Ferrer to steal and misuse the data and testified
against Ferrer at trial. The Justice Department also previously secured a guilty plea to violations of HIPAA from David Gibson, a clinic
employee who admitted to using misappropriated charge card and other patient information to purchase items for his personal benefit.
Although criminal prosecutions under HIPAA to date remain infrequent, Federal officials caution covered entities and their employees and
business associates against underestimating the Federal government’s commitment to the enforcement of the HIPAA Privacy Standards.
OCR officials have reported informally that more that it has sent more than 400 of the Privacy complaints for review by the Justice
Department since the Privacy Rule took effect. While very few complaints have resulted in criminal prosecution to date, those that have
provide mounting evidence both that OCR is willing to refer complaints to the Justice Department and that the Justice Department is willing
to prosecute individual employees and business associates of covered entities for violations of HIPAA at least where the violation involves a
misuse for personal benefit. This mounting data also reinforces the importance of covered entities taking prompt and appropriate action to
prevent and redress violations. Because the HIPAA crimes involved in the criminally prosecuted cases thus far all involved felony violations
by employees or agents using access granted by the covered entity for personal benefit, the covered entities employing these individuals
incurred exposure to criminal liability under the Federal Sentencing Guidelines for the criminal activities by their former employees, in
addition to civil claims brought by patients and others whose personal information was misappropriated.
Coupled with recent announcements by the Justice Department of HIPAA Privacy Rule criminal prosecutions and convictions, the OCR
enforcement statistics posted last week highlight the continuing need for health care providers, health plans and healthcare clearinghouses
that are covered entities under the HIPAA Privacy Rule to continue to exercise diligence in their Privacy Rule compliance efforts. In light of
these continuing enforcement activities, health care providers, health plans, and health care clearinghouses should continue to monitor the
adequacy not only of their written HIPAA privacy policies but also their operationalization and enforcement of compliance with these policies
and those of the employees and business associates working for them.
For assistance with monitoring, assessing, administering or defending the adequacy of your organization’s HIPAA or other compliance
policies and controls, to arrange HIPAA or other compliance training, or for help with other compliance and risk management concerns,
please contact Cynthia Marcotte Stamer at cstamer@solutionslawyer.net, 972-419-7188, or Heidi Kocher at hkocher@solutionslawyer.net,
972-419-7107.
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