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Dear Subscriber,
IN THIS ISSUE:

Providers and health plans will have to police their
employees a little bit harder because of a Justice Dept. ruling
that prevents the government from prosecuting individuals
under the privacy rule. Companies with weak HIPAA
policies and training programs will be on the hook for
charges that might have been aimed at employees.
The ruling states that individual employees can not be
prosecuted under the privacy rule for misusing confidential
health data. It weakens one of the defenses providers and
health plans used to have: That the employee who stole
patient data was a rogue who acted on his or her own.
(continued on page 4)

CMS provider ID application form
HIPAA Compliance Alert gives you a copy of the
application for national provider identifier. See page 8.

Correct reading of privacy rule gives easier
access to public health researchers
You may be able hand out more information to outside
researchers than you currently think you can, a report from
HHS states in a series of clarifications about privacy and
research. The rule does not require patient authorization for
public health research, including disease registries. Some
providers were requiring patient permission in an
overzealous attempt to comply with HIPAA.
Basically, the paper says the only types of patient data
transfers that need authorization are for in-house clinical trial
research performed in conjunction with a sponsor. This is not
to be confused with in-house operations and public health
department research, which do not need permission from the
patient, the paper states.
The privacy rule does permit covered entities to release
PHI without authorization to any government-authorized
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public health authorities for disease surveillance, disease prevention and a variety of other public
health issues. Also, any disclosures required by law, such as state-mandated reports, are
allowed, according to the report, entitled Health Services Research and the HIPAA Privacy Rule.
A copy of this report can be found at http://privacyrule
andresearch.nih.gov/pdf/research_repositories_final.pdf.
There are several ways to enable access for research, the foremost of which is getting written
authorization from the patient.
• Authorization. If a patient signs an authorization form detailing exactly how the data
will be released, you may use it for that purpose.
• Data sets. De-identifying or partially de-identifying the data might sufficiently protect
patient data. De-identified data sets have had all 18 significant identifiers removed as
outlined in HIPAA section 164.514(b)(2). Limited data sets have certain identifiers
stripped but still contain some identifiers.
• IRB waivers. In instances where an outside researcher, such as a drug company, needs
PHI beyond a de-identified or limited data set, waiver from an institutional review board
(IRB) or Privacy Board might be sufficient. You must obtain documentation from that
IRB or Privacy Board that the necessary criteria were met for the waiver, but you may
release information under those circumstances.
• Decedents’ PHI. Research involving decedents’ PHI does not require authorization or a
waiver if the researcher proves that the PHI is to be used solely for research on the decedent and not any surviving relatives, and that the researcher has records of the death.
• Previews and grandfather provisions. Preparatory reviews before the actual research
begins are also allowed, providing that the researcher does not remove any PHI from the
covered entity. Moreover, some research permissions might be permitted if they were
granted before April 14, 2003.
You still must give the patient an accounting of disclosures outside of the TPO and public health
spheres, with the exception of limited data sets, the report says. These files of disclosed information
must be kept for every patient for a span of six years just in case they happen to request it. The
probability of a patient asking to see their disclosure file is low, but it must still be done.
Most of the misunderstanding of the privacy rule’s disclosure requirements for research comes
from providers who are being overly vigilant in safeguarding PHI to the point that they road-block
legitimate business and professional procedures, privacy advocates note. –Erika Meeker

NPI applications begin without a hitch
All systems are a go for CMS as their new National Provider Identifier (NPI) launches its
application process. Thus far, 15,539 practitioners have applied for their NPI, a CMS official said
June 9. If you have yet to compile your registration material, you have numerous options as to how
and when you apply for your NPI.
If you currently use a UPIN to receive Medicare payments, you should still receive your
payments on schedule despite the transition period. After you apply for a NPI, CMS will
continue to use your UPIN until they assign and enable your NPI, says Kim Brandt, CMS
director for program integrity. Providers have until May 23, 2007 to get their NPI.
There are three ways to apply for an NPI.

June 13, 2005
•

•

•

HIPAA Compliance Alert • 3

Online: Beginning May 23, 2005, you may apply on-line at https://nppes.cms.hhs.gov.
To allow for the mass numbers of health care providers expected to eventually be on the
system simultaneously, the NPI web site has been stress-tested to accommodate up to
10,000 users at once. For those applying online, you should receive a confirmation e-mail
within minutes to verify that your application has been received and you will receive
another e-mail within 5-10 business days to notify you of your new NPI.
Paper: Beginning July 1, 2005, you may prepare a paper application (see page 8) and
send it to the Enumerator assigning the NPI. A copy of the application and mailing
address will be available on-line at https://nppes.cms.hhs.gov. You may also call 1-800465-3203 or 1-800-692-2326 for a copy.
Proxy: Beginning in fall 2005, an organization, with your permission, may submit your
application, along with other health care providers, in an electronic file. CMS wants to
make this option available by late September.

The online application process, which Brandt compares to buying an item on Amazon.com,
will ask for information such as your state license number and Medicare provider number. It
will not allow you to proceed to the next step unless all pertinent information is listed. She
recommends waiting until the fall if a large organization is applying on your behalf. Applications
submitted using this proxy option will be completed via electronic file interchange and a batch
enumeration of numbers will be assigned and distributed.
The Practicing Physicians Advisory Council (PPAC) recommends that CMS make a directory of NPI numbers available to physicians and health care providers, similar to the UPIN
directory currently available online. CMS is addressing security threats such as identity theft
that became apparent with the UPIN directory, but will consider the recommendation of a
directory, even if it is only available by subscription or purchase.
CMS will send CD-ROMs to providers to further explain the process and the benefits of the
system to the health care industry. For more information, visit its web site at
www.cms.hhs.gov/hipaa/hipaa2.
–Erika Meeker

Follow the money when giving access rights in divorce situation
When Rosemary Carlin and her husband Peter (names changed to protect privacy) decided to
divorce, she never dreamed that her soon-to-be ex would have legal access to her medical
information – she had been seeing a social worker to deal with the anxiety about the break-up –
and attempt to use it against her during the court proceedings. Since he was the primary card
holder on the family’s health insurance policy, a benefit offered through his employment, he
received all the explanations of benefits documentation and had the freedom to simply call and
find out the names of the providers Rosemary had seen, what procedures were conducted, the
diagnosis, and any prescriptions filled. Was the health plan correct in allowing the primary
policy holder such access?
The answer is very straightforward, says Margret Amatayakul, president of Margret/A
Consulting, in Schaumburg, Ill. If the policy is under his name and he and his employer are
paying the premiums, then the husband has a right to the information, she explains. However,
under HIPAA regulations, “the wife, or any individual for that matter, has the right to request
who can have access to their records,” Amatayakul adds, citing section 164.522 of the regulation.
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Rosemary did just that. She made verbal and written requests to the health insurance company,
a covered entity under HIPAA, to disallow her husband from access to her medical information
and to change her mailing address from the couple’s former residence to her new location. Despite
the impassioned plea, which contained a detailed explanation of the issue, the health insurance
company still had the right to deny her request, without explanation, which they did.
“The operative word here is request,” adds Amatayakul. “HIPAA offers the right to make the
request, but covered entities do not have to accept the request if they feel they can’t manage it.”
“If the health insurance company grants the request, it is responsible for taking steps to make
sure it’s administered,” says Cynthia Stamer, vice chair of the American Bar Assn.’s health law
section, managed care and insurance interest group. But in reality, she adds, most insurance
companies do not grant the request. The very nature of changing a company’s system becomes an
administrative nightmare “because everything is automated,” explains Stamer. “The health
insurance company would argue that, for payment purposes, it has an obligation to provide the
information to the primary policy holder.” Providers, on the other hand, are subject to their own
state confidentiality laws on this issue.
But looking further into the HIPAA regulation, section 164.522(a)(3)(b)(1)(ii) is more of a
gray area: “A health plan must ... accommodate reasonable requests [from the patient to treat their
data specially] if the individual clearly states that the disclosure of all or part of that information
could endanger the individual.” It’s up to the health plan to decide whether to honor that if the
patient demonstrates danger.
It’s also worthwhile noting that during a judicial proceeding, be it a divorce or otherwise, if a
covered entity is presented with a request for discovery, provided that it’s issued by a court,
HIPAA says you can comply and provide the confidential information requested. Most discovery
requests, however are issued by attorneys, says attorney Gretchen Mc Beath, Bricker & Eckler,
Columbus, Ohio. “There is a lot of confusion on how subpoenas and requests for discovery are
handled under HIPAA today,” she says.
Fortunately for the providers and health plans, there is no private cause of action if HIPAA
regulations are not followed to the letter. “In other words, victims can’t sue under HIPAA,” says
Stamer. But in many cases, state privacy laws allow private action. And in one particularly
protracted case that lasted from 1996 to 2001, Berger v. Sonneland, a woman sidestepped HIPAA
and successfully sued her doctor for malpractice for discussing her medical condition with her exhusband, who was also a physician.
As for Rosemary Carlin’s situation, Amatayakul sums it up this way. “If the wife doesn’t want
the husband to know her medical condition, she has to pay for it herself. Those are the cold, hard
facts. HIPAA doesn’t give everybody at all times, the right to conceal information.” –Susan Avery

Individuals can’t be charged under HIPAA, Justice Dept. (continued from page 1)
Increased onus on covered entities for compliance

Under the new ruling, if an employee decides to use data improperly, the entity is under more
pressure than before to demonstrate that it has strong internal policies and training programs
to prevent misuse of patient data, in order to avoid prosecution. If the entity lacks such policies
and programs, the government will have no one other than the entity to prosecute for the HIPAA
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violation. Further, a company can be held accountable for the conduct of an employee if he or
she acted within the scope of their employment and on behalf of the company, the ruling states.
“If you don’t write policies and train people, then [the government’s going to contend] that
what people do are your policies,” says attorney John Christiansen of Christiansen IT Law in
Seattle. Beyond policies and training, you’ll need to ensure the concept of minimum necessary
– that people get access to no more protected data than is required to do their jobs – and
sanctions for misconduct – that when violations occur, you consistently discipline employees.
“Let’s say there’s an egregious event and it gets out in the press. The public or the
prosecutors want their pound of flesh. Prosecutors have been instructed they can’t go after the
employee under HIPAA,” says attorney Ben Butler, Crowell & Moring, Washington, D.C. At the
end of day the covered entity will have to jump through more hoops to defend itself, he says.
A Justice Dept. press officer and a source in the Justice Dept.’s Office of Counsel confirmed
the opinion, but refused to release it, saying it will be posted on the department web site soon.
The New York Times reported the story on June 6.
Ironically, the first criminal conviction under the privacy rule (HIPAA Compliance Alert
9/13/04) would not have been possible under the new policy. In that case, a Seattle lab technician
stole the identity of a cancer patient he was caring for and used it to set up charge accounts. That
conviction raised questions among health care attorneys, who noted that the privacy rule only
mentions covered entities –providers, clearinghouses and health plans – as subject to penalties
for violations of the rule.
Individuals can still be prosecuted for misuse of patient data under bank fraud statutes and
federal identity theft laws and state fraud statutes.

Identity thieves could be on a phishing trip near you
The healthcare industry is at special risk for identity theft because it amasses and retains large
volumes of protected health information as well as other sensitive personal and financial data and
conducts many transactions electronically. This pool of patient data equals potential wealth for
phishers, and educating your staff and patients is the best way to avoid a phisher’s lure.
Phishing is the practice of masquerading as a legitimate or trusted company in order to con
consumers into willingly giving up their personal information. Phishing often occurs in the form
of an e-mail stating that certain information must be resubmitted because records were lost or an
account needs to be verified. The perpetrator can then take the information, commonly
passwords, credit card and bank account numbers and social security numbers, and charge items
or services to the unsuspecting consumer’s account. Phishing can also be done over the phone.
“I would not be the least bit surprised if they first try individuals, but they are more likely to
attack practices for their blocks of information,” says attorney Daniel J. Langin (firm?) of
Overland Park, Kan.
Practitioners or healthcare groups could be found guilty of negligence if a phisher
successfully steals a patient’s identity. Although HIPAA’s Security Rule outlines technical
safeguards, such as access and audit controls, Langin estimates that as many as 35% of
healthcare entities are not prepared to comply with the regulations. That could be dangerous if
phishers target their systems.
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Limiting access to patient information to strictly necessary personnel is a good start to avoid
phishing problems. The way to get around your phishing threat is to train your employees.
Employee awareness is imperative so that information is not unintentionally released.
Knowing the telltale signs of a phisher, both over the phone and through e-mail, is vital. For
instance, if someone claiming to be from Kaiser Permanente calls and requests PHI for a group
of cancer patients, consider the request. Train your employees to ask themselves these questions:
Is this common? Would you typically give this information? Have you dealt with this person
before? Call the company in question and verify the validity of the request.
Likewise, be leery of e-mail requests, and tell your patients what kinds of e-mail, if any, they
might receive from your office or healthcare group. Advise them not to divulge personal
information through an e-mail, and have them contact you if they receive any phony e-mails.
You should then contact the authorities to report any suspicious activities.
A quiz designed to test your ability to recognize legitimate versus phish requests can be
found at http://survey.mailfrontier.com/survey/quiztest.html. Once completed, the site will show
you how to spot phishing e-mail indicators. Here are some examples from that page.
1. A phisher disguised as a retailer tells a customer it needs updated information, or else the
customer’s account will be suspended. The victim must click on a link and input new information.
What to look for: The web address seems bona fide, but if it includes an @ sign, everything to the
left of the @ sign (the URL of the company) is disregarded and the browser only reads to the right
of the @ sign. For example, the following message will not take you to amazon.com:
http://www.amazon.com@tleeuw.com/exec/123/Enter&Confirm_using_SSN.
2. A message purported to be from a bank states false charges have been made to your
account. You’re prompted to click on a link to stop payment for the false charges. What to do:
Realize that this is not the way a company would normally contact you to discuss an overcharge.
Such an issue should normally be discussed over the phone, with access controls to verify your
identity. Further, the link directs you to a third-party domain you’ve never seen before, and
doesn’t allow you to ask questions. You should expect to be directed back to your bank’s
familiar sign-on page, and to go through the usual sign-in procedure.
–Erika Meeker

Please pass this on to a colleague who could benefit from HIPAA Compliance Alert.
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HIPAA Compliance Alert News Briefs
 CMS has now published five of their planned seven papers on the HIPAA security rule. The
papers can be found at www.decisionhealth.com/SecurityEducationalPaperSeries. The latest
papers, released in May 2005, discuss:
1. Organizational, policy, procedural and documentation guidelines. This addresses business
associate agreements and documentation retention requirements
2. Administrative safeguards. This paper features risk analysis, risk management and
sanctions activities providers need to do to comply with the rule.
3. Technical safeguards. This paper discusses access controls such as user identification,
automatic logoff, encryption and decryption.
Already existing papers include “Security 101” and “physical safeguards.”
 CMS will host a HIPAA conference call to field questions regarding the NPI and its
application process on Wednesday June 22 from 2-3:30 P.M. eastern time. The call in number is
1-877-203-0044 and the identification number is 5580682. Another conference call is scheduled
for Sept. 14. They are free, and no registration is required.
 Learn to meet the top challenges of a physician practice manager at the Collection Success:
Practice-Based Solutions to Achieve Your Revenue Cycle Targets conference. Remaining
conference location is June 20 in Chicago. Visit www.partbnews.com/conferences/collections/ or
call 1-800-260-1545 for more information.
 Find out what red flags private payer fraud investigators look for – as well as how to bill
payers effectively and in compliance – at the How to Avoid Private Payer Fraud Investigations
audio conference, June 21, from 2 to 3:30 p.m. Eastern Time. See the enclosed brochure, visit
www.decisionhealth.com/conferences/A694 or call 1-800-260-1545.
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CMS’s NPI Application Form
This is a copy of the form, posted on the CMS web site https://nppes.cms.hhs.gov, that providers
can use to apply for their national provider number (NPI), mandated by HIPAA. These numbers will
replace the Unique Physician Identification Numbers (UPINs) in use by Medicare, as well as the variety
of numbers private payers use. The web site and paper forms to apply for them went up as scheduled on
May 23. Providers have until May 23, 2007 to get their new NPI.
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